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中文 README [https://github.com/yifeikong/curl_cffi/blob/main/README-zh.md] | Discuss on Telegram [https://t.me/+lL9n33eZp480MGM1]

curl_cffi is a Python binding for curl-impersonate [https://github.com/yifeikong/curl-impersonate] via cffi [https://cffi.readthedocs.io/en/latest/].

Unlike other pure Python http clients like httpx or requests, curl_cffi can
impersonate browsers’ TLS signatures or JA3 fingerprints. If you are blocked by some
website for no obvious reason, you can give this package a try.



[image: Scrapfly]

 [https://scrapfly.io/?utm_source=github&utm_medium=sponsoring&utm_campaign=curl_cffi]Scrapfly [https://scrapfly.io/?utm_source=github&utm_medium=sponsoring&utm_campaign=curl_cffi]
is an enterprise-grade solution providing Web Scraping API that aims to simplify the
scraping process by managing everything: real browser rendering, rotating proxies, and
fingerprints (TLS, HTTP, browser) to bypass all major anti-bots. Scrapfly also unlocks the
observability by providing an analytical dashboard and measuring the success rate/block
rate in details.

Scrapfly is a good solution if you are looking for a cloud-managed solution for curl_cffi.
If you are managing TLS/HTTP fingerprint by yourself with curl_cffi, they also maintain
this tool [https://scrapfly.io/web-scraping-tools/curl-python/curl_cffi] to convert curl
command into python curl_cffi code!




Features


	Supports JA3/TLS and http2 fingerprints impersonation.


	Much faster than requests/httpx, on par with aiohttp/pycurl, see benchmarks [https://github.com/yifeikong/curl_cffi/tree/main/benchmark].


	Mimics requests API, no need to learn another one.


	Pre-compiled, so you don’t have to compile on your machine.


	Supports asyncio with proxy rotation on each request.


	Supports http 2.0, which requests does not.


	Supports websocket.





Feature matrix









	
	requests

	aiohttp

	httpx

	pycurl

	curl_cffi





	http2

	❌

	❌

	✅

	✅

	✅



	sync

	✅

	❌

	✅

	✅

	✅



	async

	❌

	✅

	✅

	❌

	✅



	websocket

	❌

	✅

	❌

	❌

	✅



	fingerprints

	❌

	❌

	❌

	❌

	✅



	speed

	🐇

	🐇🐇

	🐇

	🐇🐇

	🐇🐇








Install

pip install curl_cffi --upgrade





For more details, see Install.



Basic Usage


requests-like

from curl_cffi import requests

url = "https://tls.browserleaks.com/json"

# Notice the impersonate parameter
r = requests.get(url, impersonate="chrome")

print(r.json())
# output: {..., "ja3n_hash": "aa56c057ad164ec4fdcb7a5a283be9fc", ...}
# the js3n fingerprint should be the same as target browser

# http/socks proxies are supported
proxies = {"https": "http://localhost:3128"}
r = requests.get(url, impersonate="chrome", proxies=proxies)

proxies = {"https": "socks://localhost:3128"}
r = requests.get(url, impersonate="chrome", proxies=proxies)







Sessions

s = requests.Session()

# httpbin is a http test website
s.get("https://httpbin.org/cookies/set/foo/bar")

print(s.cookies)
# <Cookies[<Cookie foo=bar for httpbin.org />]>

r = s.get("https://httpbin.org/cookies")
print(r.json())
# {'cookies': {'foo': 'bar'}}







asyncio

from curl_cffi.requests import AsyncSession

async with AsyncSession() as s:
    r = await s.get("https://example.com")





More concurrency:

import asyncio
from curl_cffi.requests import AsyncSession

urls = [
    "https://google.com/",
    "https://facebook.com/",
    "https://twitter.com/",
]

async with AsyncSession() as s:
    tasks = []
    for url in urls:
        task = s.get(url)
        tasks.append(task)
    results = await asyncio.gather(*tasks)







WebSockets

from curl_cffi.requests import Session, WebSocket

def on_message(ws: WebSocket, message):
    print(message)

with Session() as s:
    ws = s.ws_connect(
        "wss://api.gemini.com/v1/marketdata/BTCUSD",
        on_message=on_message,
    )
    ws.run_forever()








Sponsor

Click here [https://buymeacoffee.com/yifei] to buy me a coffee.


Bypass Cloudflare with API

[image: YesCaptcha]

 [https://yescaptcha.com/i/stfnIO]Yescaptcha [https://yescaptcha.com/i/stfnIO] is a proxy service that bypasses Cloudflare and uses the API interface to
obtain verified cookies (e.g. cf_clearance). Click here [https://yescaptcha.com/i/stfnIO]
to register.



ScrapeNinja

[image: ScrapeNinja]
 [https://scrapeninja.net/?utm_source=github&utm_medium=banner&utm_campaign=cffi]ScrapeNinja [https://scrapeninja.net/?utm_source=github&utm_medium=banner&utm_campaign=cffi]
is a web scraping API with two engines: fast, with high performance and TLS
fingerprint; and slower with a real browser under the hood.

ScrapeNinja handles headless browsers, proxies, timeouts, retries, and helps with data
extraction, so you can just get the data in JSON. Rotating proxies are available out of
the box on all subscription plans.
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Install


Via pip

The simplest way is to install from PyPI:

pip install curl_cffi --upgrade





We have sdist(source distribution) and bdist(binary distribution) on PyPI. This should
work on Linux, macOS and Windows out of the box.

If it does not work on you platform, you may need to compile and install curl-impersonate
first and set some environment variables like LD_LIBRARY_PATH.



Beta versions

To install beta releases:

pip install curl_cffi --upgrade --pre





Note the --pre option here means pre-releases.



Latest

To install the latest unstable version from GitHub:

git clone https://github.com/yifeikong/curl_cffi/
cd curl_cffi
make preprocess
pip install .









            

          

      

      

    

  

    
      
          
            
  
Impersonate guide


Supported browser versions

Supported impersonate versions, as supported by our fork [https://github.com/yifeikong/curl-impersonate] of curl-impersonate [https://github.com/lwthiker/curl-impersonate]:

However, only Chrome-like browsers are supported. Firefox support is tracked in #59 [https://github.com/yifeikong/curl_cffi/issues/59].


	chrome99


	chrome100


	chrome101


	chrome104


	chrome107


	chrome110


	chrome116 1


	chrome119 1


	chrome120 1


	chrome99_android


	edge99


	edge101


	safari15_3 2


	safari15_5 2


	safari17_0 1


	safari17_2_ios 1




Notes:


	Added in version 0.6.0.


	Fixed in version 0.6.0, previous http2 fingerprints were not correct [https://github.com/lwthiker/curl-impersonate/issues/215].






Which version to use?

Generally speaking, you should use the latest Chrome or Safari versions. As of 0.6, they’re
chrome120, safari17_0 and safari17_2_ios. To always impersonate the latest avaiable
browser versions, you can simply use chrome, safari and safari_ios.

from curl_cffi import requests

requests.get(url, impersonate="chrome")





iOS has restrictions on WebView and TLS libs, so safari_x_ios should work for most apps.
If you encountered an android app with custom fingerprints, you can try the safari ios
fingerprints given that this app should have an iOS version.



How to customize my fingerprints? e.g. okhttp

It’s not fully implemented, yet.

There are many parts in the JA3 and Akamai http2 fingerprints. Some of them can be changed,
while some can not be changed at the moment. The progress is tracked in https://github.com/yifeikong/curl_cffi/issues/194.

To modify them, use curl.setopt(CurlOpt, value), for example:

from curl_cffi import Curl, CurlOpt, requests

c = Curl()
c.setopt(CurlOpt.HTTP2_PSEUDO_HEADERS_ORDER, "masp")

# or
requests.get(url, curl_options={CurlOpt.HTTP2_PSEUDO_HEADERS_ORDER, "masp"})





Here are a list of options:

For TLS/JA3 fingerprints:


	https://curl.se/libcurl/c/CURLOPT_SSL_CIPHER_LIST.html




and non-standard TLS options created for this project:


	CURLOPT_SSL_ENABLE_ALPS


	CURLOPT_SSL_SIG_HASH_ALGS


	CURLOPT_SSL_CERT_COMPRESSION


	CURLOPT_SSL_ENABLE_TICKET


	CURLOPT_SSL_PERMUTE_EXTENSIONS




For Akamai http2 fingerprints, you can fully customize the 3 parts:


	CURLOPT_HTTP2_PSEUDO_HEADERS_ORDER, sets http2 pseudo header order, for example: masp (non-standard HTTP/2 options created for this project).


	CURLOPT_HTTP2_SETTINGS sets the settings frame values, for example 1:65536;3:1000;4:6291456;6:262144 (non-standard HTTP/2 options created for this project).


	CURLOPT_HTTP2_WINDOW_UPDATE sets intial window update value for http2, for example 15663105 (non-standard HTTP/2 options created for this project).






Should I randomize my fingerprints for each request?

You can use a random from the list above, like:

random.choice(["chrome119", "chrome120", ...])





However, be aware of the browser market share, very old versions are not good choices.

Generally, you should not try to generate a customized random fingerprints. The reason
is that, for a given browser version, the fingerprints are fixed. If you create a new
random fingerprints, the server is easy to know that you are not using a typical browser.

If you were thinking about ja3, and not ja3n, then the fingerprints is already
randomized, due to the extension permutation feature introduced in Chrome 110.

AFAIK, most websites use an allowlist, not a blocklist to filter out bot traffic. So I
don’t think random ja3 fingerprints would work in the wild.



Can I change JS fingerprints with this library?

No, you can not. As the name suggests, JavaScript fingerprints are generated using Javascript
APIs provided by real browsers. curl_cffi is a python binding to a C library, with no
browser or JavaScript runtime under the hood.

If you need to impersonate browsers on the JavaScript perspective, you can search for “Anti-detect
Browser”, “Playwright stealth” and similar keywords. Or simply use a commercial plan from our sponsors.





            

          

      

      

    

  

    
      
          
            
  
Advanced Usage


low-level curl API

Alternatively, you can use the low-level curl-like API:

from curl_cffi import Curl, CurlOpt
from io import BytesIO

buffer = BytesIO()
c = Curl()
c.setopt(CurlOpt.URL, b'https://tls.browserleaks.com/json')
c.setopt(CurlOpt.WRITEDATA, buffer)

c.impersonate("chrome120")

c.perform()
c.close()
body = buffer.getvalue()
print(body.decode())







scrapy integrations

If you are using scrapy, check out these middlewares:


	[tieyongjie/scrapy-fingerprint](https://github.com/tieyongjie/scrapy-fingerprint)


	[jxlil/scrapy-impersonate](https://github.com/jxlil/scrapy-impersonate)






Using with eventlet/gevent

Just set thread to eventlet or gevent.

from curl_cffi import requests

s = requests.Session(thread="eventlet")
s.get(url)









            

          

      

      

    

  

    
      
          
            
  
Compatibility with requests

Although we try our best to mimic the requests API, some functionality is not easy to implement and left out.
Here are a list of known incompatibilities:


	files API are slightly different, but more error-proof.


	retries are not supported yet, tracked in [#24](https://github.com/yifeikong/curl_cffi/issues/24)


	redirect history are not supported, tracked in [#82](https://github.com/yifeikong/curl_cffi/issues/82)


	empty-domains cookies may lost during redirects, tracked in [#55](https://github.com/yifeikong/curl_cffi/issues/55)







            

          

      

      

    

  

    
      
          
            
  
FAQ


Why does the JA3 fingerprints change for Chrome 110+ impersonation?

This is intended.

Chrome introduces ClientHello permutation in version 110, which means the order of
extensions will be random, thus JA3 fingerprints will be random. So, when comparing
JA3 fingerprints of curl_cffi and a browser, they may differ. However, this does not
mean that TLS fingerprints will not be a problem, ClientHello extension order is just
one factor of how servers can tell automated requests from browsers.

Roughly, this can be mitigated like:

ja3 = md5(list(extensions), ...other arguments)
ja3n = md5(set(extensions), ...other arguments)





See more from this article [https://www.fastly.com/blog/a-first-look-at-chromes-tls-clienthello-permutation-in-the-wild]
and curl-impersonate notes [https://github.com/lwthiker/curl-impersonate/pull/148].



Can I bypass Cloudflare with this project? or any other specific site.

Short answer is: it depends.

TLS and http2 fingerprints are just one of the many factors Cloudflare considers. Other
factors include but are not limited to: IP quality, request rate, JS fingerprints, etc.

There are different protection levels for website owners to choose. For the most basic
ones, TLS fingerprints alone maybe enough, but for higher levels, you may need to find
a better proxy IP provider and use browser automation tools like playwright.

If you are in a hurry or just want the professionals to take care of the hard parts,
you can consider the commercial solutions from our sponsors:


	Scraply [https://scrapfly.io/?utm_source=github&utm_medium=sponsoring&utm_campaign=curl_cffi], Cloud-based scraping platform.


	Yescaptcha [https://yescaptcha.com/i/stfnIO], captcha resolver and proxy service for bypassing Cloudflare.


	ScrapeNinja [https://scrapeninja.net/?utm_source=github&utm_medium=banner&utm_campaign=cffi], Managed web scraping API.




For details, see the Sponsor section on front page.



I’m getting certs errors

The simplest way is to turn off cert verification by verify=False:

r = requests.get("https://example.com", verify=False)







ErrCode: 77, Reason: error setting certificate verify locations

Install curl_cffi and its dependencies in a pure-ASCII path, i.e. no Chinese or any
other characters out of the ASCII table in the path.



How to use with fiddler/charles to intercept content

Fiddler and Charles uses man-in-the-middle self-signed certs to intercept TLS traffic,
to use with them, simply set verify=False.



ErrCode: 92, Reason: ‘HTTP/2 stream 0 was not closed cleanly: PROTOCOL_ERROR (err 1)’

This error(http/2 stream 0) has been reported many times ever since curl_cffi was
published, but I still can not find a reproducible way to trigger it. Given that the
majority users are behind proxies, the situation is even more difficult to deal with.

I’m even not sure it’s a bug introduced in libcurl, curl-impersonate or curl_cffi, or
it’s just a server error. Depending on your context, here are some general suggestions
for users:


	First, try removing the Content-Length header from you request.


	Try to see if this error was caused by proxies, if so, use better proxies.


	If it stops working after a while, maybe you’re just being blocked by, such as, Akamai.


	Force http/1.1 mode. Some websites’ h2 implemetation is simple broken.


	See if the url works in your real browser.


	Find a stable way to reproduce it, so we can finally fix, or at least bypass it.




To force curl to use http 1.1 only.

from curl_cffi import requests, CurlHttpVersion

r = requests.get("https://postman-echo.com", http_version=CurlHttpVersion.V1_1)





Related issues:


	#19 [https://github.com/yifeikong/curl_cffi/issues/19],


	#42 [https://github.com/yifeikong/curl_cffi/issues/42],


	#79 [https://github.com/yifeikong/curl_cffi/issues/79],


	#165 [https://github.com/yifeikong/curl_cffi/issues/165],






Packaging with PyInstaller

If you encountered any issue with PyInstaller, here are a list of options provided by the
community:

Add the --hidden-import option.

pyinstaller -F .\example.py --hidden-import=_cffi_backend --collect-all curl_cffi





Add other paths:

pyinstaller --noconfirm --onefile --console \
    --paths "C:/Users/Administrator/AppData/Local/Programs/Python/Python39" \
    --add-data "C:/Users/Administrator/AppData/Local/Programs/Python/Python39/Lib/site-packages/curl_cffi.libs/libcurl-cbb416caa1dd01638554eab3f38d682d.dll;." \
    --collect-data "curl_cffi" \
    "C:/Users/Administrator/Desktop/test_script.py"





See also:


	#5 [https://github.com/yifeikong/curl_cffi/issues/5]


	#48 [https://github.com/yifeikong/curl_cffi/issues/48]






How to set proxy?

You can use the proxy parameter:

from curl_cffi import requests

requests.get(url, proxy="http://user:pass@example.com:3128")





You can also use the http_proxy, https_proxy, and ws_proxy, wss_proxy
environment variables, respectively.

For explanation of differences between http_proxy and https_proxy, please see
#6 [https://github.com/yifeikong/curl_cffi/issues/6].



How to change the order of headers?

By default, setting impersonate parameter will bring the corresponding headers. If
you want to change the order or use your own headers, you need to turn off that and bring
your own headers.

requests.get(url, impersonate="chrome", default_headers=False, headers=...)









            

          

      

      

    

  

    
      
          
            
  
API References


curl low levl APIs


Curl


	
class curl_cffi.Curl(cacert: str = '', debug: bool = False, handle=None)

	Wrapper for curl_easy_* functions of libcurl.


	
__init__(cacert: str = '', debug: bool = False, handle=None) → None

	
	Parameters:

	
	cacert – CA cert path to use, by default, curl_cffi uses certs from certifi.


	debug – whether to show curl debug messages.


	handle – a curl handle instance from curl_easy_init.













	
debug() → None

	Set debug to True






	
setopt(option: CurlOpt, value: Any) → int

	Wrapper for curl_easy_setopt.


	Parameters:

	
	option – option to set, using constants from CurlOpt enum


	value – value to set, strings will be handled automatically






	Returns:

	0 if no error, see CurlECode.










	
getinfo(option: CurlInfo) → bytes | int | float | List

	Wrapper for curl_easy_getinfo. Gets information in response after curl perform.


	Parameters:

	option – option to get info of, using constants from CurlInfo enum



	Returns:

	value retrieved from last perform.










	
version() → bytes

	Get the underlying libcurl version.






	
impersonate(target: str, default_headers: bool = True) → int

	Set the browser type to impersonate.


	Parameters:

	
	target – browser to impersonate.


	default_headers – whether to add default headers, like User-Agent.






	Returns:

	0 if no error.










	
perform(clear_headers: bool = True) → None

	Wrapper for curl_easy_perform, performs a curl request.


	Parameters:

	clear_headers – clear header slist used in this perform



	Raises:

	CurlError – if the perform was not successful.










	
duphandle() → Curl

	Wrapper for curl_easy_duphandle.

This is not a full copy of entire curl object in python. For example, headers
handle is not copied, you have to set them again.






	
reset() → None

	Reset all curl options, wrapper for curl_easy_reset.






	
parse_cookie_headers(headers: List[bytes]) → SimpleCookie

	Extract cookies.SimpleCookie from header lines.


	Parameters:

	headers – list of headers in bytes.



	Returns:

	A parsed cookies.SimpleCookie instance.










	
static get_reason_phrase(status_line: bytes) → bytes

	Extract reason phrase, like OK, Not Found from response status line.






	
static parse_status_line(status_line: bytes) → Tuple[CurlHttpVersion, int, bytes]

	Parse status line.


	Returns:

	http_version, status_code, and reason phrase










	
close() → None

	Close and cleanup curl handle, wrapper for curl_easy_cleanup.






	
ws_recv(n: int = 1024) → Tuple[bytes, Any]

	Receive a frame from a websocket connection.


	Parameters:

	n – maximum data to receive.



	Returns:

	a tuple of frame content and curl frame meta struct.



	Raises:

	CurlError – if failed.










	
ws_send(payload: bytes, flags: CurlWsFlag = CurlWsFlag.BINARY) → int

	Send data to a websocket connection.


	Parameters:

	
	payload – content to send.


	flags – websocket flag to set for the frame, default: binary.






	Returns:

	0 if no error.



	Raises:

	CurlError – if failed.










	
ws_close() → None

	Send the close frame.











AsyncCurl


	
class curl_cffi.AsyncCurl(cacert: str = '', loop=None)

	Wrapper around curl_multi handle to provide asyncio support. It uses the libcurl
socket_action APIs.


	
__init__(cacert: str = '', loop=None)

	
	Parameters:

	
	cacert – CA cert path to use, by default, curl_cffi uses certs from certifi.


	loop – EventLoop to use.













	
add_handle(curl: Curl)

	Add a curl handle to be managed by curl_multi. This is the equivalent of
perform in the async world.






	
remove_handle(curl: Curl)

	Cancel a future for given curl handle.






	
set_result(curl: Curl)

	Mark a future as done for given curl handle.






	
set_exception(curl: Curl, exception)

	Raise exception of a future for given curl handle.






	
setopt(option, value)

	Wrapper around curl_multi_setopt.






	
socket_action(sockfd: int, ev_bitmask: int) → int

	Call libcurl socket_action function






	
process_data(sockfd: int, ev_bitmask: int)

	Call curl_multi_info_read to read data for given socket.






	
async close()

	Close and cleanup running timers, readers, writers and handles.











CurlMime


	
class curl_cffi.CurlMime(curl: Curl | None = None)

	Wrapper for the curl_mime_ API.


	
__init__(curl: Curl | None = None)

	
	Parameters:

	curl – Curl instance to use.










	
addpart(name: str, *, content_type: str | None = None, filename: str | None = None, local_path: str | bytes | Path | None = None, data: bytes | None = None) → None

	Add a mime part for a mutlipart html form.

Note: You can only use either local_path or data, not both.


	Parameters:

	
	name – name of the field.


	content_type – content_type for the field. for example: image/png.


	filename – filename for the server.


	local_path – file to upload on local disk.


	data – file content to upload.













	
classmethod from_list(files: List[dict])

	Create a multipart instance from a list of dict, for keys, see addpart






	
attach(curl: Curl | None = None) → None

	Attach the mime instance to a curl instance.






	
close() → None

	Close the mime instance and underlying files. This method must be called after
perform or request.











Constants

Enum values used by setopt and getinfo can be accessed from CurlOpt and
CurlInfo.


	
class curl_cffi.CurlOpt(value, names=None, *, module=None, qualname=None, type=None, start=1, boundary=None)

	CULROPT_ constancs extracted from libcurl,
see: https://curl.se/libcurl/c/curl_easy_setopt.html






	
class curl_cffi.CurlInfo(value, names=None, *, module=None, qualname=None, type=None, start=1, boundary=None)

	CURLINFO_ constancs extracted from libcurl,
see: https://curl.se/libcurl/c/curl_easy_getinfo.html






	
class curl_cffi.CurlMOpt(value, names=None, *, module=None, qualname=None, type=None, start=1, boundary=None)

	CURLMOPT_ constancs extracted from libcurl,
see: https://curl.se/libcurl/c/curl_multi_setopt.html






	
class curl_cffi.CurlECode(value, names=None, *, module=None, qualname=None, type=None, start=1, boundary=None)

	CURLECODE_ constancs extracted from libcurl,
see: https://curl.se/libcurl/c/libcurl-errors.html






	
class curl_cffi.CurlHttpVersion(value, names=None, *, module=None, qualname=None, type=None, start=1, boundary=None)

	CURL_HTTP_VERSION constants extracted from libcurl, see comments for details






	
class curl_cffi.CurlWsFlag(value, names=None, *, module=None, qualname=None, type=None, start=1, boundary=None)

	CURL_WS_FLAG constancs extracted from libcurl, see comments for details








requests API


request method

requests.get, requests.post, etc are just aliases of .request(METHOD, ...)


	
curl_cffi.requests.request(method: str, url: str, params: Dict | List | Tuple | None = None, data: Dict[str, str] | List[Tuple] | str | BytesIO | bytes | None = None, json: dict | None = None, headers: Headers | Mapping[str, str | None] | Mapping[bytes, bytes | None] | Sequence[Tuple[str, str]] | Sequence[Tuple[bytes, bytes]] | Sequence[str | bytes] | None = None, cookies: Cookies | CookieJar | Dict[str, str] | List[Tuple[str, str]] | None = None, files: Dict | None = None, auth: Tuple[str, str] | None = None, timeout: float | Tuple[float, float] = 30, allow_redirects: bool = True, max_redirects: int = -1, proxies: Dict[str, str] | None = None, proxy: str | None = None, proxy_auth: Tuple[str, str] | None = None, verify: bool | None = None, referer: str | None = None, accept_encoding: str | None = 'gzip, deflate, br', content_callback: Callable | None = None, impersonate: str | BrowserType | None = None, thread: Literal['eventlet', 'gevent'] | None = None, default_headers: bool | None = None, default_encoding: str | Callable[[bytes], str] = 'utf-8', curl_options: dict | None = None, http_version: CurlHttpVersion | None = None, debug: bool = False, interface: str | None = None, multipart: CurlMime | None = None, cert: str | Tuple[str, str] | None = None) → Response

	Send an http request.


	Parameters:

	
	method – http method for the request: GET/POST/PUT/DELETE etc.


	url – url for the requests.


	params – query string for the requests.


	data – form values or binary data to use in body, Content-Type: application/x-www-form-urlencoded will be added if a dict is given.


	json – json values to use in body, Content-Type: application/json will be added automatically.


	headers – headers to send.


	cookies – cookies to use.


	files – not supported, use multipart instead.


	auth – HTTP basic auth, a tuple of (username, password), only basic auth is supported.


	timeout – how many seconds to wait before giving up.


	allow_redirects – whether to allow redirection.


	max_redirects – max redirect counts, default unlimited(-1).


	proxies – dict of proxies to use, format: {"http": proxy_url, "https": proxy_url}.


	proxy – proxy to use, format: “http://user@pass:proxy_url”. Cannot be used with the above parameter.


	proxy_auth – HTTP basic auth for proxy, a tuple of (username, password).


	verify – whether to verify https certs.


	referer – shortcut for setting referer header.


	accept_encoding – shortcut for setting accept-encoding header.


	content_callback – a callback function to receive response body. def callback(chunk: bytes) -> None:


	impersonate – which browser version to impersonate.


	thread – work with other thread implementations. choices: eventlet, gevent.


	default_headers – whether to set default browser headers.


	default_encoding – encoding for decoding response content if charset is not found in headers.
Defaults to “utf-8”. Can be set to a callable for automatic detection.


	curl_options – extra curl options to use.


	http_version – limiting http version, http2 will be tries by default.


	debug – print extra curl debug info.


	interface – which interface use in request to server.


	multipart – upload files using the multipart format, see.






	Returns:

	A Response object.











Sessions


	
class curl_cffi.requests.Session(curl: Curl | None = None, thread: Literal['eventlet', 'gevent'] | None = None, use_thread_local_curl: bool = True, **kwargs)

	A request session, cookies and connections will be reused. This object is thread-safe,
but it’s recommended to use a seperate session for each thread.


	
__init__(curl: Curl | None = None, thread: Literal['eventlet', 'gevent'] | None = None, use_thread_local_curl: bool = True, **kwargs)

	Parameters set in the init method will be override by the same parameter in request method.


	Parameters:

	
	curl – curl object to use in the session. If not provided, a new one will be
created. Also, a fresh curl object will always be created when accessed
from another thread.


	thread – thread engine to use for working with other thread implementations.
choices: eventlet, gevent., possible values: eventlet, gevent.


	headers – headers to use in the session.


	cookies – cookies to add in the session.


	auth – HTTP basic auth, a tuple of (username, password), only basic auth is supported.


	proxies – dict of proxies to use, format: {“http”: proxy_url, “https”: proxy_url}.


	proxy – proxy to use, format: “http://proxy_url”. Cannot be used with the above parameter.


	proxy_auth – HTTP basic auth for proxy, a tuple of (username, password).


	base_url – absolute url to use for relative urls.


	params – query string for the session.


	verify – whether to verify https certs.


	timeout – how many seconds to wait before giving up.


	trust_env – use http_proxy/https_proxy and other environments, default True.


	allow_redirects – whether to allow redirection.


	max_redirects – max redirect counts, default unlimited(-1).


	impersonate – which browser version to impersonate in the session.


	interface – which interface use in request to server.


	default_encoding – encoding for decoding response content if charset is not found in headers.
Defaults to “utf-8”. Can be set to a callable for automatic detection.








Notes

This class can be used as a context manager.

from curl_cffi.requests import Session

with Session() as s:
    r = s.get("https://example.com")










	
request(method: str, url: str, params: ~typing.Dict | ~typing.List | ~typing.Tuple | None = None, data: ~typing.Dict[str, str] | ~typing.List[~typing.Tuple] | str | ~_io.BytesIO | bytes | None = None, json: dict | None = None, headers: ~curl_cffi.requests.headers.Headers | ~collections.abc.Mapping[str, str | None] | ~collections.abc.Mapping[bytes, bytes | None] | ~collections.abc.Sequence[~typing.Tuple[str, str]] | ~collections.abc.Sequence[~typing.Tuple[bytes, bytes]] | ~collections.abc.Sequence[str | bytes] | None = None, cookies: ~curl_cffi.requests.cookies.Cookies | ~http.cookiejar.CookieJar | ~typing.Dict[str, str] | ~typing.List[~typing.Tuple[str, str]] | None = None, files: ~typing.Dict | None = None, auth: ~typing.Tuple[str, str] | None = None, timeout: float | ~typing.Tuple[float, float] | object | None = <object object>, allow_redirects: bool | None = None, max_redirects: int | None = None, proxies: ~typing.Dict[str, str] | None = None, proxy: str | None = None, proxy_auth: ~typing.Tuple[str, str] | None = None, verify: bool | None = None, referer: str | None = None, accept_encoding: str | None = 'gzip, deflate, br', content_callback: ~typing.Callable | None = None, impersonate: str | ~curl_cffi.requests.session.BrowserType | None = None, default_headers: bool | None = None, default_encoding: str | ~typing.Callable[[bytes], str] = 'utf-8', http_version: ~curl_cffi.const.CurlHttpVersion | None = None, interface: str | None = None, cert: str | ~typing.Tuple[str, str] | None = None, stream: bool = False, max_recv_speed: int = 0, multipart: ~curl_cffi.curl.CurlMime | None = None) → Response

	Send the request, see requests.request for details on parameters.






	
stream(*args, **kwargs)

	Equivalent to with request(..., stream=True) as r:






	
ws_connect(url, *args, on_message: Callable[[WebSocket, bytes], None] | None = None, on_error: Callable[[WebSocket, CurlError], None] | None = None, on_open: Callable | None = None, on_close: Callable | None = None, **kwargs) → WebSocket

	Connects to a websocket url.


	Parameters:

	
	url – the ws url to connect.


	on_message – message callback, def on_message(ws, str)


	on_error – error callback, def on_error(ws, error)


	on_open – open callback, def on_open(ws)


	on_cloes – close callback, def on_close(ws)








Other parameters are the same as .request


	Returns:

	a ws instance to communicate with the server.














	
class curl_cffi.requests.AsyncSession(*, loop=None, async_curl: AsyncCurl | None = None, max_clients: int = 10, **kwargs)

	An async request session, cookies and connections will be reused.


	
__init__(*, loop=None, async_curl: AsyncCurl | None = None, max_clients: int = 10, **kwargs)

	Parameters set in the init method will be override by the same parameter in request method.


	Parameters:

	
	loop – loop to use, if not provided, the running loop will be used.


	async_curl – [AsyncCurl](/api/curl_cffi#curl_cffi.AsyncCurl) object to use.


	max_clients – maxmium curl handle to use in the session, this will affect the concurrency ratio.


	headers – headers to use in the session.


	cookies – cookies to add in the session.


	auth – HTTP basic auth, a tuple of (username, password), only basic auth is supported.


	proxies – dict of proxies to use, format: {“http”: proxy_url, “https”: proxy_url}.


	proxy – proxy to use, format: “http://proxy_url”. Cannot be used with the above parameter.


	proxy_auth – HTTP basic auth for proxy, a tuple of (username, password).


	base_url – absolute url to use for relative urls.


	params – query string for the session.


	verify – whether to verify https certs.


	timeout – how many seconds to wait before giving up.


	trust_env – use http_proxy/https_proxy and other environments, default True.


	allow_redirects – whether to allow redirection.


	max_redirects – max redirect counts, default unlimited(-1).


	impersonate – which browser version to impersonate in the session.


	default_encoding – encoding for decoding response content if charset is not found in headers.
Defaults to “utf-8”. Can be set to a callable for automatic detection.








Notes

This class can be used as a context manager, and it’s recommended to use via
async with.
However, unlike aiohttp, it is not required to use with.

from curl_cffi.requests import AsyncSession

# recommended.
async with AsyncSession() as s:
    r = await s.get("https://example.com")

s = AsyncSession()  # it also works.










	
async request(method: str, url: str, params: ~typing.Dict | ~typing.List | ~typing.Tuple | None = None, data: ~typing.Dict[str, str] | ~typing.List[~typing.Tuple] | str | ~_io.BytesIO | bytes | None = None, json: dict | None = None, headers: ~curl_cffi.requests.headers.Headers | ~collections.abc.Mapping[str, str | None] | ~collections.abc.Mapping[bytes, bytes | None] | ~collections.abc.Sequence[~typing.Tuple[str, str]] | ~collections.abc.Sequence[~typing.Tuple[bytes, bytes]] | ~collections.abc.Sequence[str | bytes] | None = None, cookies: ~curl_cffi.requests.cookies.Cookies | ~http.cookiejar.CookieJar | ~typing.Dict[str, str] | ~typing.List[~typing.Tuple[str, str]] | None = None, files: ~typing.Dict | None = None, auth: ~typing.Tuple[str, str] | None = None, timeout: float | ~typing.Tuple[float, float] | object | None = <object object>, allow_redirects: bool | None = None, max_redirects: int | None = None, proxies: ~typing.Dict[str, str] | None = None, proxy: str | None = None, proxy_auth: ~typing.Tuple[str, str] | None = None, verify: bool | None = None, referer: str | None = None, accept_encoding: str | None = 'gzip, deflate, br', content_callback: ~typing.Callable | None = None, impersonate: str | ~curl_cffi.requests.session.BrowserType | None = None, default_headers: bool | None = None, default_encoding: str | ~typing.Callable[[bytes], str] = 'utf-8', http_version: ~curl_cffi.const.CurlHttpVersion | None = None, interface: str | None = None, cert: str | ~typing.Tuple[str, str] | None = None, stream: bool = False, max_recv_speed: int = 0, multipart: ~curl_cffi.curl.CurlMime | None = None)

	Send the request, see curl_cffi.requests.request for details on parameters.






	
stream(*args, **kwargs)

	Equivalent to async with request(..., stream=True) as r:






	
async close()

	Close the session.






	
async ws_connect(url, *args, **kwargs)

	









Headers


	
class curl_cffi.requests.Headers(headers: Headers | Mapping[str, str | None] | Mapping[bytes, bytes | None] | Sequence[Tuple[str, str]] | Sequence[Tuple[bytes, bytes]] | Sequence[str | bytes] | None = None, encoding: str | None = None)

	HTTP headers, as a case-insensitive multi-dict.


	
property encoding: str

	Header encoding is mandated as ascii, but we allow fallbacks to utf-8
or iso-8859-1.






	
raw()

	Returns a list of the raw header items, as byte pairs.






	
multi_items() → List[Tuple[str, str]]

	Return a list of (key, value) pairs of headers. Allow multiple
occurrences of the same key without concatenating into a single
comma separated value.






	
get(key: str, default: Any = None) → Any

	Return a header value. If multiple occurrences of the header occur
then concatenate them together with commas.






	
get_list(key: str, split_commas: bool = False) → List[str]

	Return a list of all header values for a given key.
If split_commas=True is passed, then any comma separated header
values are split into multiple return strings.






	
update([E, ]**F) → None.  Update D from mapping/iterable E and F.

	If E present and has a .keys() method, does:     for k in E: D[k] = E[k]
If E present and lacks .keys() method, does:     for (k, v) in E: D[k] = v
In either case, this is followed by: for k, v in F.items(): D[k] = v






	
__getitem__(key: str) → str

	Return a single header value.
If there are multiple headers with the same key, then we concatenate
them with commas. See: https://tools.ietf.org/html/rfc7230#section-3.2.2






	
__setitem__(key: str, value: str) → None

	Set the header key to value, removing any duplicate entries.
Retains insertion order.






	
__delitem__(key: str) → None

	Remove the header key.











Cookies


	
class curl_cffi.requests.Cookies(cookies: Cookies | CookieJar | Dict[str, str] | List[Tuple[str, str]] | None = None)

	HTTP Cookies, as a mutable mapping.


	
set(name: str, value: str, domain: str = '', path: str = '/', secure=False) → None

	Set a cookie value by name. May optionally include domain and path.






	
get(name: str, default: str | None = None, domain: str | None = None, path: str | None = None) → str | None

	Get a cookie by name. May optionally include domain and path
in order to specify exactly which cookie to retrieve.






	
delete(name: str, domain: str | None = None, path: str | None = None) → None

	Delete a cookie by name. May optionally include domain and path
in order to specify exactly which cookie to delete.






	
clear(domain: str | None = None, path: str | None = None) → None

	Delete all cookies. Optionally include a domain and path in
order to only delete a subset of all the cookies.






	
update([E, ]**F) → None.  Update D from mapping/iterable E and F.

	If E present and has a .keys() method, does:     for k in E: D[k] = E[k]
If E present and lacks .keys() method, does:     for (k, v) in E: D[k] = v
In either case, this is followed by: for k, v in F.items(): D[k] = v






	
__getitem__(name: str) → str

	




	
__setitem__(name: str, value: str) → None

	




	
__delitem__(name: str) → None

	









Request, Response and WebSocket


	
class curl_cffi.requests.Request(url: str, headers: Headers, method: str)

	Representing a sent request.






	
class curl_cffi.requests.Response(curl: Curl | None = None, request: Request | None = None)

	Contains information the server sends.


	
url

	url used in the request.






	
content

	response body in bytes.






	
text

	response body in str.






	
status_code

	http status code.






	
reason

	http response reason, such as OK, Not Found.






	
ok

	is status_code in [200, 400)?






	
headers

	response headers.






	
cookies

	response cookies.






	
elapsed

	how many seconds the request cost.






	
encoding

	http body encoding.






	
charset

	alias for encoding.






	
charset_encoding

	encoding specified by the Content-Type header.






	
default_encoding

	user-defined encoding used for decoding content if charset is not found in headers.






	
redirect_count

	how many redirects happened.






	
redirect_url

	the final redirected url.






	
http_version

	http version used.






	
history

	history redirections, only headers are available.






	
raise_for_status()

	Raise an error if status code is not in [200, 400)






	
iter_lines(chunk_size=None, decode_unicode=False, delimiter=None)

	iterate streaming content line by line, separated by \n.

Copied from: https://requests.readthedocs.io/en/latest/_modules/requests/models/
which is under the License: Apache 2.0






	
iter_content(chunk_size=None, decode_unicode=False)

	iterate streaming content chunk by chunk in bytes.






	
json(**kw)

	return a parsed json object of the content.






	
close()

	Close the streaming connection, only valid in stream mode.






	
async aiter_lines(chunk_size=None, decode_unicode=False, delimiter=None)

	iterate streaming content line by line, separated by \n.

Copied from: https://requests.readthedocs.io/en/latest/_modules/requests/models/
which is under the License: Apache 2.0






	
async aiter_content(chunk_size=None, decode_unicode=False)

	iterate streaming content chunk by chunk in bytes.






	
async atext() → str

	Return a decoded string.






	
async acontent() → bytes

	wait and read the streaming content in one bytes object.






	
async aclose()

	Close the streaming connection, only valid in stream mode.










	
class curl_cffi.requests.WebSocket(session, curl, on_message: Callable[[WebSocket, bytes], None] | None = None, on_error: Callable[[WebSocket, CurlError], None] | None = None, on_open: Callable[[WebSocket], None] | None = None, on_close: Callable[[WebSocket, int, str], None] | None = None)

	
	
__init__(session, curl, on_message: Callable[[WebSocket, bytes], None] | None = None, on_error: Callable[[WebSocket, CurlError], None] | None = None, on_open: Callable[[WebSocket], None] | None = None, on_close: Callable[[WebSocket, int, str], None] | None = None)

	




	
recv() → Tuple[bytes, int]

	Receive a frame as bytes.

libcurl split frames into fragments, so we have to collect all the chunks for
a frame.






	
send(payload: bytes, flags: CurlWsFlag = CurlWsFlag.BINARY)

	Send a data frame






	
run_forever()

	libcurl automatically handles pings and pongs.

ref: https://curl.se/libcurl/c/libcurl-ws.html






	
close(code: int = WsCloseCode.OK, message: bytes = b'')

	




	
async arecv() → Tuple[bytes, int]

	




	
async asend(payload: bytes, flags: CurlWsFlag = CurlWsFlag.BINARY)

	












            

          

      

      

    

  

    
      
          
            
  
Change Log


v0.6

The minimum Python version is now 3.8.


	
	v0.6.1
	
	AsyncSession.close is now a coroutine.


	This is a bugfix release.










	
	v0.6.0
	
	Added more recent impersonate versions, up to Chrome 120 and Safari 17.0


	Upgraded libcurl to 8.1.1


	Added experimental websocket support


	Supported proactive eventloop on Windows


	Added win32 and macOS arm64 build targets


	Added allow_redirects to Session parameters


	Use certifi to replace packaged cacert.pem


	Improved proxy support by accepting proxy=…


	Bumped minimum python versiont to 3.8


	Added files support


	Added client certs support


	Incorporated build time files for sdist


	Bugfix: async curl timer leak














v0.5


	
	v0.5.10
	
	Add stream support


	Add support for secure cookies


	Add curl_infos to extract extra info after performing


	Bugfix: timeout=None not working










	
	v0.5.9
	
	Add interface support


	Make POST work as in real world


	Add support for custom resolve


	Switched to libcurl’s COOKIELIST to sync cookies between python and curl


	Add default_headers option for sessions like in curl-impersonate


	Add curl_options for extra curl_options in Session


	Add http_version option for limiting http version to 1.1 or whatever


	Add debug option for extra curl debug info


	Add CurlError.code


	Bugfix: duplicated header lines for the same header


	Bugfix: clearing headers when request fails


	Bugfix: fix HEAD request


	Bugfix: reset curl options when errors occur










	
	v0.5.7
	
	Refactor JSON serialization to mimic browser behavior (#66)


	Add http options to Session classes (#72)


	Add Windows eventloop warning










	
	v0.5.6
	
	Make Session.curl a thread-local variable (#50)


	Add support for eventlet and gevent with threadpool


	Bugfix: Only close future if it’s not done or cancelled










	
	0.5.5
	
	Bugfix: Fix high CPU usage (#46)










	
	0.5.4
	
	Bugfix: Fix cert and error buffer when calling curl_easy_reset










	
	0.5.3
	
	Bugfix: Reset curl after performing, fix #39










	
	0.5.2
	
	Bugfix: Clear headers after async perform










	
	0.5.1
	
	Bugfix: Clean up timerfunction when curl already closed










	
	0.5.0
	
	Added asyncio support














v0.4


	
	0.4.0
	
	Removed c shim callback function, use cffi native callback function














v0.3


	
	0.3.6
	
	Updated to curl-impersonate v0.5.4, supported chrome107 and chrome110










	
	0.3.0, copied more code from httpx to support session
	
	Add requests.Session


	Breaking change: Response.cookies changed from http.cookies.SimpleCookie to curl_cffi.requests.Cookies


	Using ABI3 wheels to reduce package size.
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      	WebSocket (class in curl_cffi.requests)


      	ws_close() (curl_cffi.Curl method)


      	ws_connect() (curl_cffi.requests.AsyncSession method)

      
        	(curl_cffi.requests.Session method)


      


  

  	
      	ws_recv() (curl_cffi.Curl method)


      	ws_send() (curl_cffi.Curl method)


  







            

          

      

      

    

  

    
      
          
            
  

            

          

      

      

    

  

    
      
          
            
  
Cookies


How to save and load cookies

import pickle
# import httpx
from curl_cffi import requests

def save_cookies(client):
    with open("cookies.pk", "wb") as f:
        pickle.dump(client.cookies.jar, f)

def load_cookies():
    if not os.path.isfile("cookies.pk"):
        return None
    with open("cookies.pk", "rb") as f:
        return pickle.load(f)

# client = httpx.Client(cookies=load_cookies())
client = requests.Session(cookies=load_cookies())
save_cookies(client)









            

          

      

      

    

  

    
      
          
            
  
Setup development environment

This page documents how to compile curl-impersonate and curl-cffi from source. If binary
package is not available on your platform, you may refer to this page for some inspirations.

First, you need to check if there are libcurl-impersonate binaries for you platform. If
so, you can simply download and install them.

For now, a pre-compiled libcurl-impersonate is downloaded from github and built
into a bdist wheel, which is a binary package format used by PyPI. However, the
right way is to download curl and curl-impersonate sources on our side and compile
them all together.
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